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Mo# KomnbioTep He HYX€H 3/10yMbllWJIEeHHUKam

[PA3PYLLEHD

Ans Toro 4tobbl CTaTb MUILEHbID KMOEPMNPECTYNHUKOB, AOCTAaTOMHO Mpo-
CTO UMETb KOMMbIOTEP, MOAKNIOYEHHBIN K UHTEPHETY. [larKe, ecnu Bbl He
NOKYNaeTe HUYEro B MHTEPHET-Mara3dmvHax U He Mob3yeTecb CUCTEMaMM
WHTEPHET-6aHKMHIa M NAaTHbIMW CEpPBMUCAMM, Ball KOMMbIOTEP MOXKET
O6bITb MCMOJ/Ib30BAH 3/1I0YMbILAEHHUKAMW A7 cNaM-pPacCbiiOK U pa3nuny-
HbIX CETEBbIX aTaK Ha Apyrne KOMMbIOTEPbI, AN pacnpocTpaHEHUS BPEdOo-
HOCHbIX MporpamMm, 3anycKa nporpamMmm ans nepebopa naposen ¢ uenbio
B3/10Ma YyXMX YYETHbIX 3aMnUCEN, MOKa3a peKaMbl U HAKPYTKU CHETYNKOB
Ha WHTEPHET-CanTax, AN Kpaxu BallMX YYETHbIX 3anMCen Ha WHTEPHET-
pecypcax U B OHIAMH-Urpax C LeSiblo NMPoAaXku, a TaKKe WHbIX NPOTUBO-
npaBHbIX AEWCTBUW. ECnv Ball KOMMbIOTEP OKaMKEeTCs 3aparkeH, MoryT
nocTtpagatb N0OAM, C KOTOPbIMW Bbl BEAETE MEPENMUCKY, MONYy4UB BMECTE
C BalLMM MMCbMOM BPEAOHOCHYIO NpOrpammy.
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HapexxHasa aHTUBUpPYCHaA nporpamMmma
rapaHTUpyeT abCoOJIIOTHYIO 3aLUUTYy OT BCEX
BUAOB KUGepyrpos

[PA3PYLLEHD

CoBpeMEeHHbIe cUCTEMbI 6€30MacHOCTM 06ecneynBatoT BbICOKMI YPOBEHb
3alWMTbl OT MHOTMX BUAOB MHTEPHET-YIPO3, HO AaXKe caMble NPOABUHYThIE
3alMTHbIE CUCTEMbI 6ECCUIIbHBI MPOTMB METOA0B COLMaNbHOM NHKEHEPUM
(aTaK, NPOBO-ANMBbIX C MOMOLLbIO 0O6MaHa U XUTPOCTK, Koraa 6ecneyHblin
nosib30BaTeNlb caM OTNPaBASET NapO/n 3N0YMbILLSIEHHUKY UK OTK/IIOYaET
aHTUBMPYCHYIO NpPOrpamMmy, NoNaBLNCh Ha YAO4YKY MOLWEHHUKOB).

Ana HapeXHOW 3aWuUTbl OT KM6epyrpo3 Heo6XoAUMO BbINO/IHEHUE

ABYX YC/I0BUM:

1 CoBpemMeHHas TexHuyecKas 3aluTa ¢ O6HOBNEHWEM aHTUBMPYCHbIX
6a3 KaK MMHUMYM pa3 B CYTKM.

2 3HaHMe OCHOB KOMMbOTEPHON 6E€30NaCHOCTU U OCTOPOXKHOCTb.
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AHTUBUPYCHbIE NPOrpaMmMbl HE HY}KHbl — HoBbi BUpyCc — Gonbluaf peaKoCTb
npoBanaepbl aBTOMaTUYECKU NPOBEPAIOT
nepeaaBaemblie JaHHble Ha Halu4yue
BPEAOHOCHbLIX NporpamMmm

BRIT

2040

mE—

MpoBangepbl 4ENCTBUTENBHO 3aHUMaloTca dunbTpaumen Tpadpuka, ogHa- Bupyconucatenu NOCTOSHHO COBEPLUEHCTBYIOT CBOWM TBOPEHUS, YTOOLI Te
KO 3TOro HefoCTaTOYHO 4S8 3allMTbl NePCoHaNbHOro KoMmnbloTepa. Kax- MOMIM 6ecnpensaTCTBEHHO OGOMTU aHTUBUPYCHbIE MPOrpPaMmbl, NO3TOMY
[OMYy NONb30BaTeNto cneayeT UMeTb Ha CBOEM KOMIbIOTEPE CBOIO 3alUMT- HOBble MOAUDUKALMK BPEAOHOCHBIX MPOrpaMm — siBleHne 06biAeHHOE.

HYIO CHUCTEMY.
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Ecnu y meHs paHee He OGbl10 NpoGaem HoBasi Bepcusa nporpaMmmbl Bceraa siy4yiie ctapou
Cc 6e30nacHOCTbIO, 3HA4YUT, UX HE GyaeT

B Gyaywem

[PA3PYLLEHD T

3ﬂ0yMbILUﬂeHHVIKVI NOCTOAHHO COBepLIEHCTBYIOT METOAMKY aTaK Ha KOM- B HoOBbIX Bepcuax nporpaMmmMHoOro obecrnevyenuns ncnpaBJieHbl MHorue
NbOTEPLI N0Nb30BaTENEN, NOITOMY O 6€30MAaCHOCTU HYXXHO AyMaTb Bceraa. OWKNOKK, OBHAPYKEHHbIE B NMPeablayLInX BEPCUAX U KacatolMecs 3aliunTbl.
Bes3onacHOCTb — 3TO NpPoLLeCcc, KOTOPbIK TPebyeT NOCTOSAHHOM NOAAEPHKKU. JomalwHeMy nonb3oBaTenio Bcerga crnegyet UCnonb30BaTb aKTyanbHoOe

nporpamMmmHoe obecrneyeHue.



e 7

Ecnu He 3arpyartb ¢painsibl U3 UHTEPHETA,
MOXHO 06e30nacuTtb ceos

e o e (T Y T v it vy T 0 A e e =

BonbLIMHCTBO NOIb30BATENEN YIKE MOHANN, YTO HEMb3S 3anycKaTb UCMNOJI-
HAemble Gpannbl U3 NOAO03PUTENbHBIX MCTOYHMKOB. HO cyLecTBYET Apyrou,
OY€eHb OMacHbIN NyTb 3apa*KeHUsa KOMNbOTeEPOB — drive-by 3arpy3ku: ao-
CTAaTOYHO OTKPLITb 3aparKeHHYI CTPaHuLy, M BPeAOHOCHas nporpamMmma
cama He3aMeTHO 3arpy3uTcsa U 3anycTUTCS Ha BalleM KOMMbIOTepe.

wie 8

Yem MeHblUe pacnpocTpaHeHo nporpaMmmvHoe
oGecneyeHue (NPUNOXKEHUSA, Opay3epbl U T.N.),
TEeM Jlyylle OHO 3alULLEHO

(MOATE

MonynapHOCTb NPOrpamMMHOro o6ecneyeHns U ero TexHMYecKas peanu-
3auMa — cnabo cBs3aHHble Belln. HensBecTHasa nporpamma MOXKET
cogepxaTb ropasgo 6o0/blie ya3BMMOCTENW, 4em fbaa nonynspHas
nporpamma. OgHaKoO 3M10YMbIWAEHHUKW LENCTBUTENbHO YyAensioT Mano
BHMMaHUS HepacnpoCTPaHEHHbIM NMPOrpaMmMamM M B 3TOM CMbIC/IE MOXK-
HO TrOBOPUTb, 4YTO WCNONb30BaHWE TaKOM nporpamMmbl 6e3onacHee
B J@HHbI MOMEHT.
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OnepauuoHHble cucTtembl Linux, Android
m MacOS o6napatoT abCcoNOTHON 3aLLUTON
OT BPEeOHOCHbIX NporpamMmm

KaKk nokasbiBaeT CTaTUCTMKa, YMCNO aTaK Ha OonepauuoHHYK cucTe-
My NPSMO MPOMNOPLIMOHANBLHO ee MOoMNyasapHOCTU cpean Nnonb3oBaTenen.
C pasBUTMEM MNONYASAPHOCTU «afiTEPHATUBHbIX» CUCTEM, MOSBASIOTCH
M BPELOHOCHbIE MPOrpaMmbl AN HUX, O YEM CBWAETENbCTBYIOT AaHHbIE
aHTUBUPYCHbIX KOMMNaHWUW: YMCNIO BPeAOHOCHbIX nporpamm ans MacOS,
iOS 1 Android npogonkaet yBennyneaTbCs.
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Mopsao4yHOMY YeNIOBEKY NPUBATHOCTb HU K YeMy:
AOMaLLHUi aapec, TenedoH U Npoyme AaHHbIe
MOXHO CMeJ10o Ny6/IMKoBaTh

yexan B oTnycK. ByAy 26 aexatpA.

ec: 1.38€30HbIM,
ik yﬂ.KQCWHaETﬂB, a.15, k8.3

KNioH No4 KOBPUKOM,
TenedyoH oxpaHbl

22-33-22

3T AaHHble MOTYT 6bITb MUCMOJIb30BaHbl 3/10YMbIWIEHHUKAMKU NPK «BOC-
CTaHOBJIEHUM» Ballero napons (a Ha camMOM fefie ANA Kpaxu ero),
ana onpefeneHvs Bawero npuéan3nTeNbHOro ypoBHS AOXOA0B, TEPPU-
TOpUaNbHOIro MEeCTONONOXKEHUA B KOHKPETHbIM MOMEHT BpemeHu. U aTo
JenaeT Bac U Balle UMyLLEeCTBO YA3BUMbIMU ANA NPULENBHOIO MOLIEHHMK-
YyecTBa M APYrux NpecTyrnieHnn.
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CoxpaHeHHe naponen B 6paysepax, NOYTOBbIX
nporpammayx, ftp-knmeHrax m cucremax
MrHOBEHHOro o6MmeHa cCooOLWEeHusMu —
HeGe30mnacHo

CoxpaHeHMe naponen B TaKMX NporpamMmmax, Kak 6pay3epbl M NO4YTOBbIE
KIMEHTbI, AeNaeT Bac ya3BUMbIMU K LUMPOKO PaCMpOCTPaHEHHOM KaTero-
pUKX BPEAOHOCHbIX MPOrpaMm, 3aHMMatOWMUXCSA KpPayKerh COXpaHEeHHbIX na-
poJie B MONYNAPHbLIX MporpaMmmMax U 0TNPaBASOWKUX UX 310YMbILLIEHHUKY.
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AaAMMHUCTpPaTOpPaM cepBUca MOXeT
noTpe6oBaTbCA Ball Napo/b ANA NpoBeAeHuUs
KaKou-1M60 onepauum

[PR3PYILEHD

AAMUHKUCTPATOPbLI UHTEPHET-CEPBUCOB HU MPU KakKUx 06CTOATENbCTBAX
He GyayT cnpaluMBaTh y Bac naponb. Ecnu Bbl NOAYYMAN MUCbMO, OTNPa-
BUTENb KOTOPOro NpefAcTaBaseTcs aAMUHUCTPATOPOM CcepBuca U NPOCUT
Bac BbICNaTbh Naposb, 3TO 3HAYUT, YTO NMUCbMO NMPUCIAHO MOLLIEHHUKaMMU,
a Bbl OKa3a/nCb UX MULLEHbIO. B 3TOM criyyae BepoATHbI faNbHelLIne no-
NbITKX aTaKW Ha BallK yYeTHbIe 3anncu, NoaToMy 6yasTe 04eHb OCTOPOXKHbI
W BHUMATE/NbHbI NPU paboTe B MHTEpHETeE.
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MoXkHO nogaenaTb 1l060M agpec oTnpaBuUTens
3J/IEKTPOHHOM NMO4Tbl U SMS-COOOLLEHUN

[enctButenbHo, nogaenatb agpec oTnpaBUTeNS NPU OTNPaBKe 3NEKTPOH-
HOW MOYTbl HE C/IOXHO, XOTA MHOIME NOYTOBble GUNLTPbI OOLIYHO OCY-
LLLeCTBASIOT cneLmanbHyto MPOBEPKY U BbIABAAIOT danbcudnLMpoBaHHbIe
agpeca oTtnpaBuTens. B cnydyae ¢ sms cneuunanbHble nporpamMmbl Mo-
3BONSIOT MOLWEHHWKaM YyKa3biBaTb MPOW3BOJIbHbLIA HOMEpP OTMNpPaBUTENs
W Jarke TEKCTOBbIM nageHTndukatop (<Mamar», «<<HasBaHMe KOMMNaHWKU CO-
TOBOro oneparopa>» v T.4.). CnegyeT NOMHUTb O BO3MOXHOCTH MOAAESNKM
aapeca/Homepa oTnpaBuTens, 0CO6GEHHO ecin B NUCbMe/CO0BLEHNN
Bac MPOCAT OTBETUTb Ha APYron aapec/HoMep.
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YT0ObI Ball NOYTOBbLINA agpec He nonan B CMUCKHU
cnam-paccbUIOK, HYXXHO NpuU Nny6auKauum agpeca
Ha OTKPbITbIX pecypcax BMecTo cCumMBoJia «@»

M TOYKM HaA0 UCNOJIb30BaTb Apyrue CUMBOJIbI,
Hanpumep «[at]» n dot]»
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CnncKku ans cnam-paccbinoK 06bIYHO COBGUpaloTCsa cneumanbHbIMKU MPOo-

rpaMmaMu, KOTopble MccneayloT MHGOPMaLMOHHbIE PECYpChl Ha npeameT
HanMuMa CTPOK BMaa X@y.z

MNy6bnukauma ceoero email-agpeca B Buae vasya_ivanov[atimymail[dot]ru
CHWXXaeT BEPOATHOCTb NOMNajaHUs B CMTUCKKU CNaM-pacChbl/ioK.
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Mo# NouYTOBbIA aKKayHT HUKOIO
He 3auHTepecyeT — s o6uatocb B Skype / icq /
coLuMaNbHOMU CETHU U T.N.

[PA3PYLLEHO

BONbLWMHCTBO YyYETHbLIX 3anncen Pas3nnyHbIX MHTEPHET-CEPBUCOB M CUC-
TEM MIFHOBEHHOro o6meHa coobuieHnamn (Skype, icq n T.0.) npu peru-
CTpaLMu NPMBA3bIBAIOTCA K 3IEKTPOHHOMY aApecy 1 MO3BONSAIOT BbiCNaTb
Ha Hero 3abbITbi Naposb. [Tony4eHMe 3N10yMbILIEHHUKOM Napons K Ba-
LIEeN 3NEeKTPOHHOM NMOYTE MOXET MPUBECTU K B3NOMY BCEX NMPUBA3AHHbIX
K HEV aKKayHTOB.
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Bce BpeaOHOCHbIE NporpamMmbl
nopTAT UHdoOpmMaLMmIo

@3?%!!&30

CylwiecTBylOT CEMENCTBa BPEAOHOCHbIX MporpamMmm, KoTopble AEWCTBM-
TENbHO MNOPTAT AaHHble, a 3aTeM 3/0YMbILNEHHUKN TPebyloT AeHbru
3a BOcCTaHoBfieHMe MHbopmaumn. OgHako nogasnsouiee 601bWNHCTBO
BPE/IOHOCHbIX NMPOrpamMM HalleNleHO Ha KpaKy AaHHbIX, paccbliKy cnama
1 opraHusauuto DDos-aTtakK.
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BpeaoHOCHbIE NporpaMmbl NnonapaloT TOJIbKO TposiHeu-BbiMoOraTtesib Bceraa pa3o6oKkupyeTr
K TeM, KTO 3aX04MUT Ha MOPHOCAWUTDbI KOMNbIOTEP U YAAJIUT CaM CeOsl, eC/IM NnepeBecTH
AEHbI1 Nno Tpe6oBaHMUI0 BbiIMoraTteneun

BO3MOHOCTb 3apaxeHua He 3aBUCUT OT TeMaTuKK caunTa. Jllobon cant OTnpaBnsATb AeHbrM 3/10YMbIWNEHHUKY HE cnefyeT HU MPU KaKkux ycno-
MOeT OblTb B3/IOMaH W, KakK CneactBue, sBNASTbCA MCTOYHUMKOM pac- BUSX. Y MHOIMX aHTUBUPYCHbIX KOMMNaHWW eCTb creuunanbHble CepBUCHI
NPOCTPaHEeHUs BPeAOHOCHbIX MPOrpamMm. (ebnoKepsbl), KOTOpble NO3BOMAIOT 6ecniaTtHO MNoy4YuTb KoA And pas-

6/10KMPOBKK CUCTEMBI.
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CTOMMOCTb MJ1aTHbIX SMS HAa KOPOTKUE HoMepa
Bcerga yKasaHa

CKUOKW

HOCKM no| 2 [xon. 3A MAPY

nev nokyrke ot 1000 wr. ogHa napa Skon.

A/

[PA3PYIMERD]

C 0A4HOWN CTOPOHbI, YTOObI Y3HATb TOYHYIO CTOMMOCTb SMS Ha KOPOTKUM
HOMeEp cneayeT o6paTUTbCS K onepaTtopy coToBow cBA3u. C apyrom cto-
POHbI, OJHOM SMS Ha KOPOTKMM HOMEpP Bbl MOMXETe, He noao3peBas
06 3TOM, AaTb cornacue Ha naaTHY MOAMMUCKY Ha KaKon-nnMbo cepBuC.
Bo3MOXeH M apyron BapuaHT: Bbl BMOJSIHE OCO3HAHHO NoAMNUCbIBaeTeCh
Ha KaKylo-Tnbo npeaiaraemyio No KOPOTKOMY HOMEPY YCNyry, HO MOLLEH-
HUKM 0Obl4HO YKa3blBalOT 3aHUMKEHHYIO CTOMMOCTb YCNYIK, a peasibHas ee
CTOMMOCTb OKa3blBaeTCs B HECKOJIbKO pa3 BhllLeE.
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MoOGunbHble yCTPOUCTBA
He noABepralTcs atTakam

[PA3PYIMERD]

Mo6unbHble YCTPOMUCTBA NPOYHO BOWJW B Hally NOBCEAHEBHYIO XU3Hb
M BbI3blBAOT OrPOMHbIN WHTEPEC Y 3/I0YMbIWNEHHUKOB. YNnpaBieHue
3NEKTPOHHOM NOYTON, CUCTEMAMW MITHOBEHHOIO 06MeHa COOOLLEHUAMMU,
6aHKOBCKMMM CHETAMM MOXKET OCYLLECTBAATLCA C MOBUIIbHbBIX YCTPOWUCTB,
a 9TO 3HAYUT, YTO Ha HUX XPAHATCS COOTBETCTBYIOWME NIOTMHBI M Mapou
M 3TW AaHHblE MOXHO YKpacTb. C KaxAblM roAoM YMUC0 BPEeAOHOCHbIX NPo-
rpaMmm nog pasfinyHble MO6UNbHbIE N1aTGOPMbl CTAHOBUTCS BCe BosbLue.
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